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CBEJAEHUA

0 peajiu3yeMbIX TPeOOBAHUAX K 3aLIUTE EPCOHAIBHBIX JaHHBIX B
0I0I’KETHOM y4Ype:KIeHUHU 3ApaBooxpaHeHusi OMCKOH 00J1acTH
«KiIHHM4YeCKUi NPOTUBOTYOEPKYJIEe3HBIN TMCIIAHCEP»

BaxueimuM ycinoBueM peanuzaruu menei aestenbHoctd bY300 «KITTI»
SBisieTCS obOecrieueHue HEOOXOJAMMOT0 M JOCTaTOYHOIO YpPOBHS 0€30MacHOCTH
00pabOTKM TEPCOHAIBHBIX JAaHHBIX 0€3 MCIOJIB30BaHHUS CPEJCTB aBTOMATH3AIlWU,
MH(POPMAITMOHHBIX CHUCTEM MePCOHATBHBIX JAHHBIX, cOOMI0ICHUS
KOH(UJIEHIIMAITBHOCTH, LIEJIOCTHOCTH 151 JOCTYITHOCTH 00pabaTbIBaEMbIX
MEPCOHANBHBIX JaHHBIX U COXPAaHHOCTHM HOCHUTENECH CBEJCHUN, COJIepKaIUX
MepCcoHaIbHbIE JaHHBIE HA BCEX ATarax padoThl C HUMH.

1. OcHOBHbIE OHSTHS U ONIPEICIICHUS:

[lepconanbubie ganasie (I11H) ro6ast mHGOpPMAIIHs, OTHOCSIIASICS K MPSIMO WIH
KOCBEHHO OMPENICICHHOMY WJIUM OMpPENeTsIeMOMY
buznyeckomy Iy (CyOBEKTY MEepPCOHATBHBIX

JTAHHBIX )
[IpenocraBiieHne TNEPCOHANBHBIX JEHCTBUS,  HANpaBICHHbIE HA  PACKPBITHE
JTAHHBIX NEPCOHANIBHBIX JAHHBIX OMNPEICICHHOMY JIMILY
(cyobexty IIJIH) wnmM ompeneneHHOMY Kpyry
JTITY
O6paboTka NEPCOHANBHBIX JH000€ JeicTBUE (ormeparys) Uid COBOKYITHOCTh
JaHHBIX neucTBUi  (omeparuii),  COBEpIIAEMBbIX  C

HCIIOJIB30BAHHUCM CPCACTB aBTOMATHU3AllMM HJINU
oe3 HCIIOJIb30BaHUA TaKHUX CpCACTB C
IMCPCOHAJIbHBIMK  JTadHHBIMH, BKJIIO4Yasd C60p,

3aIKCh, CUCTEMaTHU3ALIMIO, HaKOIJICHUE,
XpaHeHue, YTOUHEHUE (oO6HOBINIEHME,

U3MEHEHHE),  U3BJIIEUECHUE,  MCIOJIb30BaHUE,

nepenavy (pacrnpocTpaHeHHe, NPeIOCTaBICHUE,

JOCTYII), 00e3TMYnBaHue, 0JIOKMpOBaHUE,

ylIajieHrue, YHUUTOXKEHUE MePCOHATbHBIX JAHHBIX

O6paboTtka nepcoHanbHbIX JneictBus ¢ [IJIH, Takue Kak HCIOJIb30BaHMUE,
JTAHHBIX 0e3 CpPEICTB yTOUHEHHE, Iepeaada, yHuuroxeHue I[I[In B
aBTOMaTU3aLNU OTHOLIEHUM Kaxaoro wu3 cyosektoB II/IH,

OCYHICCTBIIICMBIC Ipu HCTIOCPCACTBCHHOM
Y4aCTHHU YCJIOBCKA



ABTOMaTI/ISI/IpOBaHHaﬂ 06pa60TI<a 06pa60TKa MNEPCOHAJIbHBIX AAHHBIX C ITOMOIIBIO

MIEPCOHAIIBHBIX JAHHBIX CPEIICTB BBIYMCIUTEIIbHON TEXHUKHU
Nudopmarmonnas CHUCTEMa COBOKYIHOCTb COJEpKalluXcid B 0azax JaHHBIX
MEPCOHATBHBIX JAHHBIX MEePCOHATLHBIX JAaHHBIX U OOECIEUMBAIOIINX HX

00paboTKy WH(MOPMAITMOHHBIX TEXHOJIOTHA U
TexHuueckux cpencts (nanee - UCI/IH)

VYrpoza 0€30MacHOCTH COBOKYITHOCTh YCIIOBUHM U (PAKTOPOB, CO3TAIOIIUX
NEPCOHATBHBIX JaHHBIX OMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE

CIIy9aifHOTO, JTOCTYyTa K TIEPCOHAIBHBIM JaHHBIM,
pE3yNIbTaTOM KOTOPOTO MOTYT CTaTh
YHUUYTOXKEHHE,  HW3MEHEHHEe,  OJIOKHpPOBaHHE,
KOITMPOBAHUE, IpeoCTaBlICHHE,
pacnpocTpaHEHUE TMEepPCOHAIBHBIX JIAHHBIX, a
TaK)K€ WHBIE HEMPaBOMEPHBIC JCHCTBUS MPH UX
00paboTke B  MH(POPMAIIMOHHOW  cUCTEME
MePCOHAIIBHBIX JTAHHBIX

YPOBGHB 3alTUIICHHOCTH KOMILJICKCHBIN IIOKa3aTcJb, XapaKTepmonmHﬁ
IICPCOHAJIBHBIX JAHHBIX Tp€6OBaHH51, HCIIOJIHCHHUC KOTOPBIX

o0OecrieunBaeT HEUTPaIU3aLUIO ONPEEIEHHBIX
yrpo3 0€30NaCHOCTH MEPCOHAIBHBIX TAHHBIX IPU
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAX
MEPCOHAJIBHBIX JTAHHBIX

2. BY300 «KIITH» peanusyeTr ciemyromue TpeOOBaHUS 3aKOHOJATeIhCcTBa Pd
B 00JIaCTH TIEPCOHATBHBIX JTAHHBIX

3.

TpeOOBaHMs O COONMIOACHNN KOH(DUICHIINATFHOCTH MTEPCOHANBHBIX JaHHBIX;
TpeOoBaHMs 00 OOECIeYeHUH peanu3aluu CyObEeKTOM MEPCOHATBHBIX JaHHBIX
1paBa Ha J0CTyN K UH(opMaIuy;

TpeOoBaHusT 00 00ECeYeHUH TOYHOCTH TMEPCOHAIBHBIX JAHHBIX, UX
aKTyaJIbHOCTH IO OTHOIIEHUIO K IEISIM 00pabO0TKH MEePCOHATBHBIX TAaHHBIX;
TpeOOBaHUS K 3alUTe MEPCOHAIBHBIX JaHHBIX OT HEMPaBOMEPHOTO WU
CIIy4allHOTO JOCTyNa K HHUM, YHUYTOXCHHS, W3MEHEHHs, OJIOKHPOBAHUS,
KOITUPOBAHUs, NPEIOCTABICHUS, PACHPOCTPAHEHUS! MEPCOHAIBHBIX TaHHbBIX,
a Takke OT HMHBIX HEMpPaBOMEPHBIX ACHCTBUI B OTHOLIEHUHU MEPCOHATBHBIX
JTaHHBIX.

TpeboBanue o coOMOIEHUN KOH(MUICHIMAIBHOCTH MEPCOHAIBHBIX JaHHBIX

p€ain30BaHO CICAYHONIMMU MEpPAMMU:

OpUKa30M TJIABHOTO Bpaya YTBEPXKIEH IMepeueHb KOH(UIEHIMAIbHOMI
uHpopmanuu, oopadarsiBaemoit B BY300 «KIIT»;

ONpeeNeHbl JHIa, JONYyIIEHHbIE K O00pabOTKE MNEepPCOHANBHBIX JaHHBIX,
O3HAaKOMJIEHHBIE C TIepeyHeM KOH(HIECHIUAIbHON HHQOpMAIMK U Jaroliue
NUCHhMEHHOE 0053aTEIBCTBO O HEpa3TIallleHUH,

OTpe/ieNIEHbl OCHOBHbBIE 00S3aHHOCTH, MPaBa U OTBETCTBEHHOCTH CIIELUANINCTA,
0o0palaThIBAaIOIIETO  MEPCOHAJBHBIE JAHHbIE M MHYI IE€PCOHAIBHYIO
uHpopMaIuio;



— pa3paboTaHa U BHEJIpPEHA MHCTPYKLHMS IO CIy)KEOHOMY JEJOMpPOU3BOJICTBY,
oTnpeestonas nopsaaoK padoTel ¢ KOHPUACHIIMAIBHON HH(DOpMaIEH;

— pa3paboTaHbl WHCTPYKIMS TOJIb30BATENsl MpU 0OpabOTKe MepCOHATBHBIX
JaHHBIX ~ ©0€3  CpeICTB  aBTOMATH3allMU, HWHCTPYKUHUS  IOJIb30BATENs
UH(GOPMAIIMOHHON CHCTEMOM MePCOHANBHBIX TaHHBIX.

4. Peanuzauusa TpeboBanus 00 obOecmeueHun mnpaBa CyObekTa MEpPCOHATBHBIX
TaHHBIX Ha AocTyn K uHpopmarmu B BY300 «KIIT»:

— OCHOBHBIE MPUHUMUIBI MOPSJAKA PAaCCMOTPEHHUS  3alPOCOB  CyOBEKTOB
NEPCOHANBHBIX JAHHBIX WU UX NpeacraBurened uznokensl B m.11 Tlomoxxenust 06
00paboTke nepcoHanbHbIX AaHHBIX B bY300 «KIIT»;

— paspaborano [lonoxeHue o pacCMOTPEHUH 3aIIPOCOB CYOBEKTOB MEPCOHAIBHBIX
JAHHBIX WIH UX MPEJCTaBUTENCH;

— paccMOTpPEHHE 3alpocoB CYOBEKTOB TMEPCOHAJIBHBIX JAaHHBIX WM UX
npencrasureneil B bY300 «KIIT/» nHaxoauTcs B KOMIETCHIIMA OTBETCTBEHHOTO 32
OpraHu3alni 00pabOTKU MEPCOHATBHBIX JIaHHBIX, HA3HAYEHHOTO MPUKA30M TJIaBHOTO
Bpaya;

— PYKOBOJHUTENIM CTPYKTYPHBIX MOAPA3JEICHUN, MPU MOCTYIUIEHUU 3alIPOCOB OT
CyOBEKTOB MEPCOHANIBHBIX JaHHBIX, PETUCTPUPYIOT (PakT oOpalieHuss U COAepKaHUE
MPEI0CTaBICHHON HH(POPMALIMH B KypHAJIe ydeTa Mepeaadyn MepCOHAIbHbBIX IaHHBIX;

— mno 3ampocy CyObekra II/[H MoxeT OBITH mpemocTaBiieHa HWHMOpMaLus,
Kacarouieiics oopadotku ero I1/1H, B TOM yucie conepxaias: NOATBEPKICHNE (aKTa
obpabotku II/[H; mnpaBoBble oOcHOBaHMS U 1eaun o00pabotku IIJIH; uenu wu
MpUMEHSIEMbIE OIepaTopoM crocoObsl 00pabotku [1JlH; HamMeHOBaHWE W MECTO
HaXOXJIEHUSI YUPEKICHHsI, CBEICHUS O JUIAX, KOTOpble UMeIOT noctyn K [1/In wim
KOTOPBIM MOTYT OBbITh packpbIThl [IJI[H HA OCHOBaHMM JOTOBOpA WM HAa OCHOBAaHUU
dbenepanpHOrO 3aKOHa; oOpabaTeiBaeMble [1J[H, OTHOCSAIIMECS K COOTBETCTBYIOIIEMY
cyonsekty I1JIH, HCTOYHUK MX MOJYYEHUS, €CIIM WHOM MOPSAOK MPEJCTABICHUS TaKUX
JTAHHBIX HE MPETyCMOTPEH (efepaibHbIM 3aKOHOM; CPOKH 00pabOTKH MEePCOHATBHBIX
JaHHBIX, B TOM YHCJE CPOKM HX XPAaHEHHUS,; HAUMEHOBAHHE WA (PaMUIUIO, WM,
OTYECTBO M ajJpec JuIa, OcylecTBisomero oo6padorky II/[H mo nopydenwuro
oreparopa, eciau o0paboTka nopyyeHa win OyneT nopydeHa Takomy JUILy.

5. BY300 «KIITH ob6ecrieyuBaeT TOYHOCTh TMEPCOHAIBHBIX JaHHBIX, MX
aKTyaJbHOCTh 10 OTHOUIEHUIO K LIEJISIM 00pabOTKM MEPCOHANBHBIX JaHHBIX. CyObeKT
[111 Bopase tpedboBath oT bY300 «KIIT/» yTouHeHus ero nepcoHaibHbIX JTaHHBIX,
uX OJIOKMPOBAaHUS WIM YHUUTOXKEHHs B ciydae, eciau [IJ[H sBIsrOTCS HEMOJIHBIMH,
YCTapeBIIMMH, HETOYHBIMH, HE3aKOHHO IIOJYYEHHbIMH WJIM HE  SBISIIOTCA
HEOOXOAMMBIMH  JUIsl  3asBIICHHOW 1€ 0OpabOTKM, a Takke MPUHUMATH
IIPELYCMOTPEHHBIE 3aKOHOM MEPHI I10 3aIUTE CBOUX IPaB.

6. B BY300 «KIITH» B COOTBETCTBHM C JEHCTBYIOIIMM 3aKOHOJATEIbCTBOM
Poccmiickoii  ®enepanmm  pa3paboTaH W BBEAEH B JICUCTBHE  KOMILIEKC
OpraHU3alMOHHO-PACTIOPSAUTENBHBIX MEp, PErJaMEHTUPYIOIIHUX U 00€CTIeUnBAIOIINX
0e30MacHOCTh 00padaThIBAEMbIX EPCOHAIBHBIX JAHHBIX |

- IPUKa30M IJIABHOTO Bpaya Ha3HA4YEHO JIULO, OTBETCTBEHHOE 3a OpraHU3aLUI0
00pabOTKM NEpCOHAIBHBIX JaHHBIX; HA3HAUYEHO JIMLO, OTBETCTBEHHOE 32
3aIUTy MHQOpPMAIUM, SKCIUTyaTallui0 TEXHUYECKUX U IPOrPAaMMHBIX CPENCTB;



Ha3HAYEHbI, B COOTBETCTBUM C YTBEPKIACHHBIM CIMCKOM JIMIl, COTPYIHHKH,
OTBEYAIONINE HEMOCPEACTBEHHO 3a 00palbOTKy MEepCOHANBHBIX MJaHHBIX U
JIOMYIIIEHHBIE K HEl;

pazpaborano u mnpumensiercs [lonoxenue o nomutuke bY300 «KIITH» B
OTHOLIEHUU OOpabOTKM TEpPCOHANBbHBIX JAHHBIX, OIpPEACIAIOIIee OCHOBHbBIC
Harpasiienus nearenbHocTd bY300 «KIIT/I» B o6mactu 0OpabOTKU U 3aIUThI
MEPCOHANIBHBIX JTAHHBIX, ONepaTopoM KoTopbIX siBisieTcss bY300 «KIITy;
paspaborano u mnpumensercs Ilonoxenne o0 00pabOTKe MEPCOHATBHBIX
nanHbeIX B Y300 «KIIT/»;

BBEJICH PEXHUM 3aIllMThl TOMEIIEHUH, B KOTOPBIX OCYIIECTBIIAECTCS 00padoTKa U
XpaHEHHE HOCUTENEH MepCOHANIbHBIX JTAHHBIX;

ONpeeNeH MEepeYeHb IMEePCOHAIBHBIX JaHHBIX, oOpabareiBaeMbix B BY300
«KIIT» B cBA3M ¢ peanu3anuend TPYAOBBIX OTHOIIEHUM, & TAKXKE B CBS3H C
OKa3aHHEM CHEUAIN3UPOBAHHON MEIULIMHCKON ITOMOILIH;

BHeApeHo IlonmokeHme 00  OCYIIECTBIEHUM  BHYTPEHHETO  KOHTPOJIS
COOTBETCTBHUSI 00paOOTKU MEPCOHANBHBIX JaHHBIX TPEOOBAHUSM WX 3aIIUTHI B
BY300 «KIITQ»;

OPOBOJUTCA  O3HAKOMJIEHME pPAOOTHHUKOB, OCYILECTBISIONUX OOpabOTKY
NEPCOHANBHBIX JAaHHBIX, C TMOJOXKEHUSMH 3aKOHOAATENbCTBA Poccuiickoi
@enepaud 10 00€ClEYEHUI0 OE€30MaCHOCTH  MEPCOHANBHBIX  JaHHBIX
1 TpeOOBaHUSAMH K  3allUT€ TEPCOHAIBHBIX  JAHHBIX, JIOKYMEHTaMH,
onpenenstomuMu 1oTuTuKy B OTHOIIEHHH 00paOOTKHU MEPCOHABHBIX JAaHHBIX,
U IPYTUMH JIOKAJIbHBIMM aKTaMH [0 BOIpocaM oOOpabdOTKU MEepCOHAIbHBIX
JTAHHBIX;

MPOBOJIUTCA  MEPUOJUYECKOE O0O0yueHue pabOTHHUKOB, OCYIIECTBIISIONINX
00pabOTKy MEpPCOHANbHBIX JAHHBIX, MpaBUjaM OOpa0OTKH MEePCOHATBHBIX
JTAHHBIX;

OCYILIECTBIISICTCS KOHTPOJIb 3a COONIOJICHHEM paOOTHUKAaMH, JOMYIIEHHBIX K
0o0paboOTKe  TEpPCOHANBHBIX  JIAHHBIX,  TpPeOOBaHWUW,  YCTAHOBJICHHBIX
3aKOHOJIATeTLCTBOM P® B 001acTH NEepCOHANBHBIX JaHHBIX, JOKAIbHBIMU
HOPMATUBHBIMU aKTaMHU.

7. BY300 «KIITH» npeanpuHuMaeT HeoOXOAUMbIE W JOCTATOYHBIC TEXHUUECKHE
Mephl 111 o0ecrieueHns 0e30MaCHOCTH NMEPCOHATBHBIX JAHHBIX OT CIy4YailHOro WIIv
HECAaHKIIMOHUPOBAHHOTO JOCTYIA, YHUUTOXXEHUS, U3MEHEHHUsI, OJIOKUPOBAHUS JOCTyIa
U IpYyTUX HECAHKLIMOHUPOBAHHBIX JIEUCTBUM:

onpeneneHbl yrpo3bl 0€30MaCHOCTM MNEePCOHAIBHBIX JIAHHBIX, pa3padOTaHbl
MOJIENIb YIpo3 0€30MacHOCTH TEPCOHABHBIX JAHHBIX TPU HX 00pabOTKEe B
UH(OPMAIIMOHHBIX CHCTEMaX U MOJIeNIb HapyIIUTE;

HAa OCHOBaHMM MOJIETM yrpo3 ©0e30macHOCTH HMH(POPMALMM U YPOBHS
3alUIICHHOCTH pa3paboTaHa cUCTEMa 3aIIUThI IEPCOHATBHBIX TaHHBIX;
npoBefeHa  kinaccudukanus — UHMOPMALMOHHBIX  CHCTEM IO  YPOBHIO
3aIIMIIEHHOCTH NEPCOHAIBHBIX JAHHBIX;

ONpe/eNieH MEepevYeHb  3alUIIaeMbIX HH(OPMALMOHHBIX  PECYpCOB B
MH(GOPMALIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX;

BBEJICHA CHCTEMa pa3rpaHUYEHHUs JocTyna paOOTHUKOB K HH(pOpMaIuwy,
COJepKallel MEepCOHANbHBIE JaHHbIE CYOBEKTOB IEPCOHAIBHBIX JaHHBIX,
B COOTBETCTBUHM C UX JIOJDKHOCTHBIMH OOSI3aHHOCTSIMU;



npoBe/ieHa oleHKa 3(PQGEeKTUBHOCTH MNPUHUMAEMBIX MEp MO O0ECIEUYEHHIO
Oe3omacHocTH nepcoHanbHbIX gaHHbIX B UCII/IH;

peann30BaHbl  TEXHUYECKHE Mephl IO  O0EeCleyYeHUuI0  0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX: MPUMEHSIOTCS MPOrpaMMHBIE U  MPOrPaMMHO-
anmnapaTHble CpPe/ICTBa 3alIUThl HH(OPMAIIIH,

TEXHUYECKUE  CpPEJCTBA,  MO3BOJSIONIME  OCYHIECTBISTH  0OpabOTKY
MIEPCOHAJIBHBIX JIaHHBIX, Pa3MEIIECHbl B IpEAeNiax OXpPaHsAEeMOl TeppUTOpUHU
(KOHTpOIMPYEMOU 30HBI);

uHpoOpMalis XpaHUTCS M 00pabaThiBaeTCs B CIEHUANBHBIX 3alllUIIaeMbIX
MIOMENICHUSAX, PACIOJIOKEHHBIX B Mpeleiax TIpaHULl KOHTPOJIMPYEMON U
OXPAHSIEMOU 30HBI;

ompeneneH nmopsaok gocryna padbotaukoB bY300 «KIIT/» B momenienwus, B
KOTOPBIX  BeleTcsl 00paboTka  MEPCOHANBHBIX  JaHHBIX  (MOMEIECHUS
OIEYaThIBAIOTCS, OTPAaHUYEH JOCTYyIl IIEpCOHAJA M IOCTOPOHHUX JIMI[ B
3aIIHIAEMbIE OMEILIECHHUS], OCYLIECTBIISIETCS KpPYTJI0CYTOYHOE
BUJICOHAOIIO/ICHIE U OXPaHa IIOMEICHUH, TEXHUUECKIX CPEIICTB);
OCYIIECTBJISIETCS. y4eT M XpaHEHUE MAIIUHHBIX HOCUTENe uH(opMaluy,
KITtouel (KIIroueBO JOKYMEHTAIMH ), XpaHuiaul (cerdo);

nepegava KOH(HIeHIIUATbHON uHbOopMaluu C UCII0JIb30BaHUEM
MH()OPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIX ~ CET€l  OCYIIECTBISETCA  MpU
MIOMOILIA CPEACTB KPUNTOrpapuUecKoil 3amuThl MHGOPMAMU HAa OCHOBAHHH
corjameHusi 00 nHHOPMAILIMIOHHOM B3aUMOJIEHCTBUH,

Ha ocHoBaHUM IlonokeHHst 00 OCYIIECTBICHUM BHYTPEHHErO KOHTPOJIS
COOTBETCTBHUSI 00paOOTKHA MEPCOHAIBHBIX AAHHBIX TPEOOBAHUSM HX 3alIUTHI B
bY300 «KIIT» nmpoBoAsTCS pEryIspHBIE MPOBEPKUA COOTBETCTBUS CHUCTEMBI
3aIMATHI IEPCOHANIBHBIX JAaHHBIX, ayJAUT YPOBHS 3aIUIIEHHOCTH MEPCOHAIBHBIX
JTAHHBIX B MH(OPMAITMOHHBIX cucremax EePCOHAIbHBIX JAHHBIX,
(GYHKIIMOHUPOBAHUS CPEACTB 3aIlMThl MHPOPMAIIUU, BBISIBJICHUS U3MEHEHUH B
pexruMe 00pabOTKH U 3aIUThI IEPCOHATILHBIX JTAHHBIX

OCYIIECTBIISIETCS. PETYJSIPHOE pPE3EpBHOE KOMMpoBaHUE HUHPopManuu U 0a3
JAHHBIX, COJEPXKAIIMX TEePCOHAIbHBIC JaHHbIE CYOBEKTOB MEPCOHATBHBIX
JTAHHBIX;

MPUMEHSIOTCS  CEPTUPUIMPOBAHHBIE  CPEACTBA  3aIUThl  MH(POPMALINH,
POLIEAIINE B YCTAHOBICHHOM MOPSAKE MPOLETYPY OLIEHKH COOTBETCTBHUSI.



